
Challenges

Micro transactions
There are opportunities for players to spend real 
money on items in the game.
Fortnite encourages a membership upgrade 
called a Battlepass, as well as in-game currency 
called V-Bucks to buy bonus items. You can buy 
things like new looks and new dances. Most 
platforms allow you to block in-app purchases via 
parental controls, so be sure to set up yours if you 
don’t want your kids maxing out the credit card. 
CRF recommends using a pre paid credit card or 
gift card for in-app purchases.

The game’s online chat feature (especially in 
Battle Royale) can expose younger players to 
offensive language, mature content and contact 
from strangers. CRF doesn’t recommend games 
with open chat for kids under 13.

How do I turn off voice chat?
Open the Settings menu in the top right of the 
Fortnite home page by selecting the three bars, 
then the cog icon. Choose the audio tab at the 
top of the screen. From there, you can adjust 
several audio features, including voice chat. Turn 
the setting from on to off by tapping the arrows.
You will need to take steps to make sure your 
child isn’t exposed to the inappropriate language 
of other players by keeping them in solo mode or 
ensuring that they’re teaming up with friends. 

Fortnite is a video game for PlayStation 4, Xbox One, Windows, Mac and 
mobile allowing up to 100 users per game onto an island/map to build 
structures, hunt for weapons and equipment. Players are dropped onto the 
game map and must compete to be the last one standing.
There are three modes of play in Battle Royale: Solo, Duo and Squad. 

To report
Users can report other users for harassment, 
inappropriate language, bullying and hacking.
Just click ‘Email Us’ and fill out the required fields. 
After selecting the Product and Game Mode, 
select Report Player as the Issue Type. This will 
make sure these reports are directed to the 
correct team.

If a user wants to delete a ‘friend’ within the game 
they can simply go to the icon on the top right of 
the screen with the three figures and select the 
user and click ‘unfriend’. There is no way to block 
a user in the game. If a user is harassing another 
user they should follow the appropriate steps 
above to report them.

Like any online game, Fortnite can be a positive 
social activity that keeps kids connected to their 
friends (not to mention a great potential bonding 
experience if you choose to play with your child). 
Just be mindful of screen time and monitor that 
chat. We always encourage open conversations 
around privacy and personal safety.

FORTNITE
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To get files into your 
Private Calculator
In the app itself, you can tap the ‘+’ sign to select 
Wi-Fi transfer, which gives you an IP address to 
type on your computer’s web browser. You can also 
import files through your camera roll (photo’s 
and videos).
Private Calculator can display and open a number of 
media types, including photo’s (such as .jpeg, .gif, 
.bmp and .png files), videos (.mp4, .avi, .mkv, .wmv, 
.flv), music and audiobooks (.mp3), Microsoft Office 
files (.doc, .xls, .ppt), other assorted documents (.txt, 
.pdf) and even downloaded websites (.htm).

Challenges
Some of the concerns regarding this app are the 
fact that your child might potentially be hiding 
explicit photos, videos or other content.

If your child is under 18 years old it is illegal for 
them to produce, distribute or possess these 
types of images.
Child abuse pictures are illegal if they are:

 asked for;
 taken;
 received and kept; or
 sent, posted or passed around

 

The calculator% app is an application that is designed to help the user hide 
photos and videos behind the applications screen.

This application appears to look like a calculator, but upon entering a passcode 
it opens up a private vault where files are stored securely and cannot be viewed 
in the iPhone or Androids default camera role.

The maximum penalties for child abuse material 
can be up to 15 years in jail and being placed on 
the sex offender register. The maximum penalty 
for an act of indecency is 2 years in jail if the 
person in the picture is under 16. If the person is 
over 16, the maximum penalty is 18 months in jail.

What can parents do to keep their 
kids safe on calculator% app?

 Consider deleting this app
 Remind your kids that everything is public
 Have a dialog with your kids about  

 sexting and sending inappropriate photos  
 to others

 Explain to your kids that they should be  
 careful with sharing their photos with  
 anyone, as they can be forwarded

It is important to have open honest 
communication with your child regarding sexting. 

We always encourage open conversations around 
privacy and personal safety.

CALCULATOR%
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Challenges
 12+ content in the songs lyrics. Swearing  

 and adult concepts in the provided music.
 Pornography, graphic content, suicide  

 notes.
 Tik Tok users can search for other users  

 to view or follow near their own location/city.
 User generated videos can be viewed and  

 shared onto other social media and  
 messaging apps increasing exposure.

 Bullying in comments.
 Users can publicise their messenger  

	 usernames	or	social	media	profiles	on	their	 
	 Tik	Tok	profile.

 Many fake user accounts, used to hijack  
 views or set up to bully.

 Hacking of accounts by promotional  
 accounts (Free Tik Tok Crowns) within 
 the apps.

 Not easy to report accounts for being  
 fakes or underage inside the app.

 Many underage accounts with large  
 amounts of followers.

 Easy for users to create multiple accounts  
 and hide them from their parents.

 Fake Tik Tok apps on the app store that  
 charge for download or offer followers.

How Do I Delete My Tik Tok Account?
 Open the Tik Tok app and login. 
 Tap on the person icon at the lower right  

	 of	your	screen	to	open	your	profile.
 Click on the three dots located in the  

 upper right corner.
 Click on ‘Privacy and Settings’.
 Click on ‘Manage my Account’.

Tik Tok is a social media platform for creating, sharing and discovering short music videos. Every 
day, millions of people use Tik Tok as an outlet to express themselves through singing, dancing, 
comedy, and lip-syncing. The app celebrates creativity with videos recorded in 15 seconds or less 
and shared across the Tik Tok community. 

You have the ability to make cool, short videos–songs or short dialogues – that you can share with 
the world, and people can see them. Think MTV meets SNL meets karaoke meets Dubsmash meets 
American Idol meets Instagram.

 Add a phone number if you haven’t  
 already. 
	 A	verified	phone	number	is	 

 a requirement for removing your  
 Tik Tok account.

 Scroll to the bottom of the page where it  
 says ‘Thinking about removing your  
 account?’ Tap it.

 Tap ‘Send Code’.
 Wait for the code to be sent.
 Enter the 4-digit code within 60 seconds  

 of it being sent to you. Then hit continue.
 Read over the implications of removing  

 your account. Hit continue if you agree  
 with the terms.

 Hit ‘Delete Account’. You’ll be logged out  
 and your account will be deleted.

How Do I Block a Tik Tok Account?
 Open the Tik Tok app and login. 
 Tap on the magnifying glass.
 Search for the user you want to block.
 Tap their name or photo.
 Tap on the ... icon.
 Tap ‘Block’.

How Do I Report a Tik Tok Account?
 Open the Tik Tok app and login. 
 Tap on the magnifying glass.
 Search for the user you want to block.
 Tap their name or photo.
 Tap on the ... icon.

TIK TOK
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ROBLOX is a comprehensive game development, publishing, and gameplay platform 
that allows people of all ages to create games and share them with an audience of game 
players. ROBLOX is the world’s biggest platform for emerging and independent game 
developers, and they offer the ability to earn real money from their creative efforts.

ROBLOX is open to people of all ages. Each player starts by choosing an avatar and 
giving it an identity. They can then explore ROBLOX - interacting with others by chatting, 
playing games, or collaborating on creative projects. Each player is also given their own 
piece of undeveloped real estate along with a virtual toolbox with which to design and 
build anything. ROBLOX members can choose to play and create alone or, with the help of 
personal and customisable avatars, they can choose to be social and engage with others. 

ROBLOX
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Challenges
The purpose of the game is for players to 
interact and make friends with one another. 
This is achieved by wandering around the 
online world to stop and talk with other 
players. The most dangerous aspect about the 
game is that it appeals most to young children 
under the age of 12 and therefore a very easy 
platform for predators to target them.

The game also allows players to invite each 
other into their online bedrooms and engage 
in sexualised behaviour. Whilst there are no 
‘simulated’ sex acts, the insinuation is there. 
More advanced players are able to create their 
own online worlds for other players to enter, 
which often means that pornographic content 
can be uploaded for children to see.

To report abuse in-game:

 Click on the Menu button, located at the  
 upper left of the screen. This icon looks like  
 three lines stacked on top of each other.

 Click Report tab at the top of the menu.
 Click on the Which Player pull-down menu,

 and select which player to report.

 Click on the Type of Abuse pull down  
 menu, to select the inappropriate action.

 Additional details can be written in the  
 Short Description box.
	 Click	Submit	to	finalise.

How to block a user

To block a Roblox member go to their profile 
page. Under their character thumbnail, you’ll 
see a ‘More’ button. Hit the button, and click 
‘Block user’. This adds the user to your block 
list, which you can manage at any time within 
the ‘Privacy’ tab of the Account Settings page.

Like any online game, Roblox can be a positive 
social activity that keeps kids connected to 
their friends (not to mention a great potential 
bonding experience if you choose to play with 
your child). Just be mindful of screen time and 
monitor that chat. We always encourage open 
conversations around privacy and personal 
safety.

App Fact Sheets available from 
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How does it work?

On Snapchat, users go by a handle. 
To add friends, you can upload your contacts, search 
for people you know or use the ‘Quick Add’ feature of 
add friends of friends or strangers easily. You can also 
automatically add someone by taking a picture of their 
“Snapcode,” a special QR code unique to each user. 

To begin a conversation every Snap starts with a photo or 
video. Snapchatters can layer text, emojis, doodles, and 
more on top, and choose how long they want the Snap to be 
displayed (up to 10 seconds). Then, you can send the Snap 
to one or more friends. Stories is a feature that lets you string 
Snaps together into one longer narrative that stays available 
for 24 hours.

Be mindful who are you sharing images with and always 
remember that everything on the internet is permanent. 
Make sure you are happy for potentially anyone to see 
your snaps and share without permission.

Live Stories

Live Stories are compilations of Snaps submitted by 
Snapchatters from events and locations around the world. 
Discover allows you to explore channels from established 
publishers who curate their own content. The Discover screen 
in Snapchat also includes a selection of the day’s Live Stories.

Video and Text Chat

Snapchat also allows for one-on-one chat. Like Snaps, chats 
are cleared when a recipient leaves the Chat screen. But you 
always have the option to save a message you’d like to keep.

Lenses, Filters and Stickers

There are many ways to customise the look of your Snaps. 
Lenses add real-time special effects and sounds to a Snap. 
Filters offer different design overlays. Geo-filters are a 
popular way to customise your Snap at specific locations or 
events around the world. Stickers are colourful images and 
cartoons that give you additional ways to share content.

Snapchat is a popular messaging app that lets users exchange pictures and videos (called snaps) 
designed to disappear after they’re viewed.

SNAPCHAT
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Memories

Memories is a private collection of the Snaps and Stories 
that you choose to save and that don’t disappear. You can 
use Memories to create new Stories and Snaps. You can also 
choose to store certain Memories in the password-protected 
“My Eyes Only” section, which is an important feature for 
parents to be aware of.

Snapcash

Snapchat’s payment feature is not for users under 18, but 
you should know about it so nobody “borrows” your debit 
card to pay someone back or receive money via Snapchat. 
Snapchat partnered with Square Inc., to enable users to link 
their Snapchat and debit card accounts to be able to make 
peer-to-peer payments for things like paying someone back 
for lunch.

Spectactles

Spectacles consists of sunglasses with a built-in video camera. 
The glasses light up to show that you are taking a Snap, 
this may not be obvious to everyone at first so if your kids 
are using Spectacles, talk with them about protecting other 
people’s privacy by asking permission before recording them. 
You can connect the glasses directly to a phone via Bluetooth 
or WiFi to add videos to Memories.

Challenges

Snapchat is the number one application used for ‘sexting’ 
or ‘sending nudes’ between underage people. Users must 
be mindful of the social and legal consequences of sending 
images like these. If the user is under 18 years old it is illegal 
for them to produce, distribute or possess these types of 
images. 

Child abuse pictures are illegal if they are: 
 asked for;
 taken;
 received and kept; or
 sent, posted or passed around 

The maximum penalty for sharing child abuse material can be 
up to 15 years in jail this includes an offenders details placed 
on the sex offender register. 
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Privacy

Privacy settings that are available within Snapchat are the 
ability to restrict who can send a user photos or videos, 
‘snaps’. This can be enabled by going into the Settings 
menu, select ‘Who can send me snaps’, then select ‘My 
friends’. This will ensure only people the user knows will be 
able to connect with them via the application.
It is important to read the Snapchat privacy policy as it 
provides information about how the images and videos are 
stored and used. Users need to be aware that Snapchat has 
the right to reproduce, modify and republish photos and 
videos, and save them to the Snapchat servers, particularly 
in relation to the ‘Live Story’ feature.

Snap Map

The Map allows Snapchat users to see where their friends 
are, as long as these friends choose to share their locations 
with them. Location sharing with friends via the Map is 
optional and is off by default; however, if you submit a Snap 
to Our Story, it may appear publicly on the Map in the exact 
location it was taken. Once you opt-in, whatever audience 
you’re sharing with can see your live location updated, every 
time you open the Snapchat app, regardless of whether you 
send them or anyone else a Snap.

Location Sharing Options Include:
Only Me (Ghost Mode): 
Your location won’t be visible to anyone else on the Map. 
You can turn Ghost Mode on and off or opt to set a timer.

Select Friends: Choose specific friends to share your 
location with. Friends you select aren’t notified when you 
choose them.

My Friends: Your location will be shared with all of your 
friends this includes friends you add in the future. 
This option doesn’t include people who’ve added you as a 
friend, but who you haven’t added back.

To edit your location settings, just tap the      button in 
the top-right corner of the Map screen. You can change 
who can see your location, or you can hide your location 
completely by going into Ghost Mode.

App Fact Sheets available from the Carly Ryan 
Foundation. Please email: info@carlyryanfoundation.com

How to block a user
 Go to your friends list.
 Hold the name of the offending user.
 Select ‘More’ on the menu that appears.
 Select ‘Block’ to stop receiving Snapchats from that

 person or pick ‘Remove Friend’ if you want to remove  
 them from your contacts.

How do I report abuse on Snapchat?

To report a Story on the web from your computer, click the 
button on the video, then click ‘Report’. 

Like any social media Snapchat can be a positive social 
activity that keeps kids connected to their friends. Just 
be mindful of screen time and be aware of who they are 
connecting with. We always encourage open conversations 
around privacy and personal safety.



How does it work?

To sign up to Discord you simply need an email and a 
username. It takes under five minutes to make an account 
with Discord. This enables the user to open up invitations 
and messages from people around the world.

To add somebody on Discord the user must have the other 
person’s username. This can easily be asked through in-
game chat.  
 
Challenges

Some of the issues with Discord are that younger children 
may get invitations from random users thinking it is safe to 
chat with them. A criminal has the potential to groom the 
child and get various sources of information such as: credit 
card details, house address, school, age and much more. 

Ensure that you have conversations with your young person 
about the potential risks involved with using platforms like 
Discord.

The Carly Ryan Foundation is seeing young users being asked 
to add people on Discord. This can create the opportunity 
for criminals to groom, manipulate and coerce young users 
through conversations that unfold via various gaming 
platforms.

Discord is a great app to help users communicate with their 
friends but without the right settings in place it can expose 
the user to unwanted or inappropriate contact from criminals 
or by strangers.

Privacy Settings Menu 

Click the little down arrow next to the server name and you’ll 
find a drop-down menu window. In addition to being able to 
adjust notification and server settings, you can adjust privacy 
settings on a per-server basis as well. Selecting / deselecting 
this option lets you block DMs (Direct Messages) from users 
in that server that aren’t on your friends list. Normally, sharing 
a mutual server is all it takes to allow DMs. This option can 
filter out anyone you don’t want to hear from.

Block Button

In the case that you generally like everyone in a server 

Discord is an app used widely in the gaming community. It allows users to invite each other 
to servers, which allow them to talk to each other over text, microphones and send photos to 
each other. Users find this platform a convenient and easier way to communicate rather than 
through the game directly.

(except for a few individuals), the DM list has a quick-access 
menu to a user’s profile. In your DM chat, clicking the 
@ Username will bring up the user’s profile, you can click the 
three dots in the top right to pull up a menu that will let you 
block the user.

Report a User

To report another user on Discord you will need screen shots 
of the evidence. Once you have this, you will need to email 
Discord directly: support@discordapp.com

Friend Requests

For additional control, Discord’s settings is adjusting friend 
request privileges. To find this menu, open up your User 
Settings and click the Friends tab, here you can set who’s 
allowed to send you a friend request.

Everyone - Selecting Everyone means that anyone who 
knows your DiscordTag or is in a mutual server with you can 
send you a request. Having this selected will automatically 
include both Friends of Friends and Server Members options.

Friends of Friends - Selecting this means that for anyone to 
add you, they must have at least one mutual friend with you. 
You can view this in their user profile by clicking the Mutual 
Friends tab next to the Mutual Servers tab.

Server Members 

Selecting server members means users who share a server 
with you can send you a friend request. Deselecting this 
means that you can only be added by someone with mutual 
friends as you.

Note: Friends of Friends and Server members can be both 
selected or deselected, allowing you to customize what ways 
you are willing to receive friend requests. If you only want to 
add friends you want to choose, you can deselect all three 
options, and not receive ANY requests.

DISCORD
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Instagram is a photo and video sharing app that has been an almost exclusively 
mobile platform. Once the user has either taken/selected a photo or video they 
can scroll through the editing filters and experiment with the best one for that 
particular image.

INSTAGRAM
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How does it work?
After the user has created an account they can follow 
other Instagram users and ‘like’ or ‘comment’ on their 
photos and videos. Instagram is owned by Facebook 
and accounts between the two can be linked to verify 
the users age and identity. 

Instagram accounts are public by default, but can be 
set to ‘private’ if the user wishes. If an account is set 
to public then it opens it up for any other user on 
Instagram to view. If the account is set to ‘private’ 
then only the users that follow the account are able to 
view it. Setting an account to private allows the user 
to choose who follows them, which gives the user 
more control of who is able to view their content.

Instagram is being used by young people to share 
their lives with their friends. Some challenges around 
the use of Instagram are young people taking 
nude selfies and seeking attention and acceptance 
from strangers, bullying comments and the ability 
to access inappropriate photos and videos. It 
is important you know how to block and report 
inappropriate users on Instagram.

Privacy Settings
Account settings can be found by selecting the three 
dots on the right hand side of the top of your profile 
page, scroll down to ‘Privacy and security’ - ‘Account 
privacy’ then switch on the toggle ‘Private Account’. 

We would recommend turning off the location 
function for the camera on the users mobile device. 
By doing this, it ensures that the location of where the 
photo was taken isn’t embedded in the image.

App Fact Sheets available from 
the Carly Ryan Foundation. Please email:  
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If location services are turned on for the camera 
then any one can drag and drop a photos geotag 
information into a Google search and locate exactly 
where the photo was taken. For most smart devices, 
this option can be toggled within their ‘Settings’ 
menu.

How do I block or report another user 
on Instagram?
 
To report a post:

Tap the three dots above the post
Tap Report and follow the on-screen instructions

To report a profile:

Tap the three dots at the top of the profile
Tap Report and follow the on-screen instructions

Like any social media Instagram can be a positive social 
activity that keeps kids connected to their friends. Just 
be mindful of screen time and be aware of who they are 
connecting with. We always encourage open conversations 
around privacy and personal safety.

A P P  FA C T S



How to make your Facebook profile private

Step 1 

1 Click on the three parallel lines at the bottom right  
 corner of the screen. 
2 Scroll to the bottom and click the ‘Settings & Privacy’  
 tab and click ‘Settings’.
3 Click on the Timeline and Tagging option. 
 You can control everything with regards to who  
 gets to post and tag on your Timeline and also  
 who can see it. Go through all seven options and  
 customise it for you. Activating Timeline review  
 is also recommended. Once you’ve done this your  
 Timeline will only be viewable to the people you  
 choose to look at it. 

Step 2 

Go to the ‘Privacy’ tab in the settings page. Facebook 
offers you several different options so you can adjust 
exactly how private you want to be. Check your privacy 
settings regularly. Often when Facebook updates the 
settings may go back to public by default. 

Other Privacy Settings

To manage your privacy on Facebook (on a computer), 
access the privacy settings by clicking on the downward 
facing arrow in the upper right-hand side of the page and 
select ‘Settings’. In the left hand column, click  
on ‘Privacy’. 

To access these settings on a mobile device select the 
three lines on the bottom right of your screen. Scroll down 
to ‘Settings & Privacy’. Here you can change a number of 
settings: Restricting who can see the users profile 
and timeline.

Facebook is a social networking service where millions of people go to 
interact with others. Facebook has over one billion active users, more than 
half of them use Facebook on a mobile device. The user can create a personal 
profile with photos, lists of personal interests, contact information, and other 
personal information which is shared among their chosen friends.

Facebook users have the ability to interact with a wide range of individuals. 
Through Facebook’s news feed, users have the ability to interact in public 
conversations with people who are not within their friends list.
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FACEBOOK

Under the ‘Who can see my stuff?’ section, users can 
manage who is able to access their timeline and profile. 
Next to ‘Who can see your future posts?’, click on ‘Edit’ to 
ensure that ‘Friends’ is selected.

How can I report a fake profile?

If you have a Facebook account and want to report 
someone that’s pretending to be you or someone 
you know:

 Go	to	the	profile	of	the	impersonating	account.
 Click on the cover photo and select Report.
 Follow the on-screen instructions for impersonation  

	 to	file	a	report.

How do I block another user on Facebook?

 Click at the top right of any Facebook page.
 Click Privacy Shortcuts.
 Click ‘How do I stop someone from bothering me?’
 Enter the name of the person you want to block and  

 click Block.
 Select	the	specific	person	you	want	to	block	from	the	 

 list that appears and click Block again.



YouTube is free video sharing website and application that is owned by Google. The platform allows 
its users to upload, create and watch other users videos. With over 1 billion users it is one of the 
most popular platforms on the internet.

Anybody can access videos on YouTube, but in order to upload a video the user must create their 
own YouTube account. If a user sees inappropriate content they can ‘flag’ or report it if it violates 
YouTube’s community guidelines. Many popular types of videos on YouTube are music videos,  
‘how to videos’ and gaming videos.
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YouTube Kids

With over 400 hours of content uploaded to YouTube every 
minute it is extremely difficult for Google to keep up with 
the monitoring of inappropriate content.

For users under the age of 13 we recommended using 
‘YouTube Kids’. YouTube kids is free to download and use. 
Users can have up to 8 profiles attached to the one account. 
Each profile can have it’s own viewing preferences.

The platform has features like ‘watch history’, ‘block 
channels’ and filters to keep videos more ‘child friendly’. 
Parents can also create timers for video use which can 
enable time restrictions on their children’s screen time.

YouTube Red

YouTube Red is a monthly subscription service that removes 
advertisements from all videos on the platform. Users can 
also restrict the videos so that they’re more limited with no 
‘suggested’ videos that often occur after a video has been 
viewed. 

More often than not the suggested videos are not suitable 
for younger people. This platform is especially ideal for 
teenagers. Videos can also be downloaded and watched 
at any time without an internet connection. This function is 
fantastic for family trips in cars and airplanes. 

Privacy Settings on YouTube
Public Anyone is able to search and view the 
 users videos.
Private Only people the user allows can search for  
 and watch their videos.

Unlisted Only people that the user sends the link to  
 can view their videos. 

‘Comments on users videos’ is turned on as a default 
option, however this can be disabled. To do so, these are 
the steps to follow:

 Sign in to YouTube on a computer.
 Go to Creator Studio > Video Manager.
 Select the box next to any of the videos you want  

 to manage. 
 At the top of the screen, click the Actions menu. 
 Select More actions > Comments. 
 Select or unselect Do not allow comments.

How to make your account private

Click the ‘Edit’ button, and then choose ‘Private’ or 
‘Unlisted’ from the ‘Privacy Settings’ drop-down menu. 

If your YouTube account is linked to Google Plus and 
you set your video to private, you see a field into which you 
can enter the email addresses or profile names of people 
with whom you want to share your video.

How do I block another user on YouTube?
 Login to your YouTube account.
 Click on the name of the user you want to  

	 block.	This	will	take	you	to	their	profile.
 Click	the	three	dots	on	the	top	right	of	their	profile
 In the drop down menu, you will be given the  

 option to ‘Block User’.

How do I report another user on YouTube?
 Login to your YouTube account.
 Click on the name of the user you want to  

	 report.	This	will	take	you	to	their	profile.
 Click	‘About’	on	their	profile,	the	hit	the	 

	 flag	button.
 In the drop down menu, select the option that  

 best suits your issue.


